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Toward Secure loT
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. loT promises to transform the way we work, live, and play but not without critical challenges. The hacking of loT :
. devices and privacy fears already grabbed public attention. If the issue of loT security is not resolved in a timely
. manner, the envisioned connected world built on IoT, may be a story in the distant future. As many of these IoT
. devices are resource constrained in terms of processing, bandwidth and storage, equipping security on these devices
: faces enormous technical challenges.
This talk first discusses the information technology evolution toward loT in the view of entropy expansion with
: examples in communications. Future trends of loT technologies will be explored in the core areas of loT including :
security, machine learning, edge cloud, decentralization, and integration. Discussion also extends to a potential :
. effective approach installing an intrusion detection system inside loT device itself. Some current research efforts in
. hardware intrusion detection, COSMOS testbed, mobile edge cloud will be presented, which is followed by Q & A.
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